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Smart Door Lock

7.1 Reset Smart Door Lock

* Press “Reset” button at rear door lock body
e When you hear the voice notification, press 000 # to restore factory settings.

Reset button ;"

7.2 Change Language

e *39 # Admin Password #
e Press # 1, switch to Chinese.
e Press # 2, switch to English.

7.3 Reset Smart Door Lock and Change Admin Password (If You Forgot the Current Password)

* Press “Reset” button at rear door lock body

Once you heard notification voice, press 000 # to factory reset the door lock.
Press * 12 #.

Listen to the voice prompt and enter default 6-digit password 123456 #.
Listen to the voice prompt and enter a new 6-digit password xxxxxx #.
Re-enter the new 6-digit password to confirm: xxxxxx #.

Voice notification confirms the password change.

7.4 Change Admin Password (If You Know the Current Password)
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e Press * 12 #.

Listen to the voice prompt and enter current 6-digit admin password: xxxxxx #.
Listen to the voice prompt and enter a new 6-digit password: Xxxxxx #.
Re-enter the new 6-digit password to confirm: xxxxxx #.

Voice notification confirms the password change.

7.5 Add a Fingerprint

Press * 80 #

Listen to the voice prompt and enter current 6-digit admin password: XXxXxxx #.
Listen to the voice prompt and swipe your fingerprint on the handle.

Swipe again

e Swipe one more time.
» Voice notification confirms successfully fingerprint registration.

7.6 Add a Physical RFID card

Press * 80 #.

Listen to the voice prompt and enter current 6-digit admin password: xxxxxx #.
Listen to voice prompt, swipe the RFID card in front of the smart lock.

Listen to voice prompt, swipe the RFID card again.

Voice notification confirms the successfully card registration.

7.7 Unlocking with USB Emergency Power Supply and Physical Key

« If the battery is dead, connect a 5V power bank to the micro USB port at the bottom of the
smart lock’s front panel.

¢ Unlock using fingerprint, PIN code, or RFID card.

 Alternatively, use the mechanical key to unlock.

Mechanical key hole — — USB Power Interface

7.8 Advance Settings

Function

Actual Operation

1. Factory reset

Long press the reset button on the lock, and enter 000# after hearing the voice
prompt of “Please enter the initialization password”. After the lock is reset to
factory settings, all fingerprints, passwords, cards and mobile phone administrators
will be cleared.

2. Set the
administrator
password

When the administrator password is not set and the mobile phone administrator is
not added, enter *12#123456#-enter the administrator password#-enter the
same password# again. Note: When you need to use the mobile App to manage,
this step is not selected on the APP - click Settings - click “Administrator unlock
password” to enter a new administrator password. Note: Must be operated on the

lock edge.
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Function Actual Operation
Enter *12# original administrator password#new administrator password#same
3. Modify the new administrator passwqrd# on the locked keyboard to modify the admini.strator
aaministrator passyvprd. When the administrator password ha_s not been set and thg mobile _
password administrator has not been added, touch the bright panel. After hearing the voice
prompt of “Please add a mobile phone (Bluetooth) administrator”, add a door lock
on the APP.
After setting the administrator password or adding a mobile phone administrator,
4 Add a mobile |YOU €@n enter *83#administratqr .password# on the lock to make the lock enter the
p.hone mode where mobile phone administrators can be added again. Other App accounts

administrator

are allowed to add this lock and become new administrators. Note: After adding an
administrator to a new APP account, the previous account will be automatically
deleted, that is, only one first-level mobile phone administrator is allowed.

5. Delete the
phone
administrator

In the APP, select the lock that needs to be deleted by the phone administrator,
click Settings, and then click Delete. Note: After deleting the administrator on the
App, the lock will be reset to factory settings. All fingerprints, passwords and cards
previously added are invalid.

6. Add
fingerprint

On the APP, click “Fingerprint” - Add Fingerprint - Enter the fingerprint name and
validity period - Click Next - Click Start to add Press your finger on the fingerprint
collector several times according to the phone screen and voice prompts. Enter
*80#-Enter the administrator password#-According to the voice prompt, press
your finger on the fingerprint reader several times. Note: The fingerprint added
directly on the lock can be uploaded to the App through the “Upload fingerprint in
the lock” function in the App for management. After adding fingerprints directly on
the lock, you can continue to add other fingerprints. You can also exit the add
mode by pressing a key or waiting for a timeout. Note: This function is only
supported on firmware versions 5.0.1 (inclusive) and above.

7. Remove
fingerprints

Click the fingerprint on the App - click the fingerprint to be deleted - click delete.
Note: Must be operated on the lock edge.

8. Rename the

Click “Fingerprint” on the App - click the fingerprint to be renamed - click the

fingerprint name - enter a new name.
9. Modify the Click “Fingerprint” on the APP-click the fingerprint whose validity period needs to
ﬁ.ngerpr?;\t be modified—click the validity period>input a new validity period>click save. Note:

validity period

After setting the validity period, the fingerprint can only be unlocked within the
specified validity period. Must be operated on the lock edge.

10. Add a
password

Click “Get Password” on the App — select the password type: Custom - select the
validity period> click to set a password> enter the password to be added. Note:
“Custom” passwords must be operated on the edge of the lock. Click “Get
Password” on the App - select the password type:
permanent/period/single/clear/cycle - click to get password. Enter *80# on the
lock—enter the administrator password#-enter the new password to be
added#-enter the same password# again. Note: These types of codes do not
require operation on the edge of the lock. Clear password is used to delete all
passwords that have been in effect on the lock. Note: To lock the directly added
password, you can upload the password in the lock in the password management
of the App. Upload the password to the App for management. After the password is
added directly on the lock, you can continue to add other passwords. You can also
press the * key or wait for a timeout to exit the add mode. Note: This function is
only supported on firmware versions 5.0.1 (inclusive) and above.

11. Remove the
password

Click “Password Management” on the APP - click the password to be deleted -
click delete. Note: Must be operated on the lock edge.
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Function Actual Operation
Enter *71#administrator password# on the lock to delete all unlock passwords
12. Change (administrator passwords are not deleted). On the App, click “Password
password Management” - click the password you want to modify and click Password - enter
a new password. Note: Must be operated on the lock edge.
CEnter *10#original password#new password#new password# on the lock to
13. Rename change the password (to change the administrator password, please use *12#)
password Click “Password Management” on the APP - click the password that needs to be

renamed - click the name - enter the new name.

14. Modify the
validity period of
the password

Click “Password Management” on the App - click the password whose validity
period needs to be modified - click the validity period— enter a new validity period
- click Save. Note: Must be operated on the lock edge. Click “IC Card” on the App
- Add IC Card - Enter the name and select the validity period - Click OK, then
swipe the card to add. Note: Must be operated on the lock edge.15.

15. Add IC card

Enter *80#-enter administrator password# on the lock, then swipe the card to
add. Note: To lock the directly added IC card, you can upload the IC card to the App
by going to “IC Card”-Upload the IC card in the lock in the App. After adding the IC
card directly on the lock, you can continue to add other IC cards. You can also
press the * key or wait for a timeout to exit the add mode. Note: This function is
only supported on firmware versions 5.0.1 (inclusive) and above.

16. Delete IC
card

Click “IC Card” on the APP - click the card to be deleted - click delete. Note: Must
be operated on the lock edge. Enter “69#administrator password# on the lock to
delete all IC cards.

17. Rename IC
card

Click “IC card” on the App - click the 1C card that needs to be renamed - click the
name - enter the new name.

18. Modify the
validity period of
the IC card

Click “IC card” on the APP - click the IC card whose validity period needs to be
modified - click the validity period> enter a new validity period - click save. Note:
Must be operated on the lock edge.

19. Unlock

App unlock: Click the lock icon on the App to unlock. Note: The lock must be
unlocked on the lock side. When there is a gateway, you can also open the remote
unlocking function on the lock, and then unlock it remotely (remote unlocking is
disabled by default). Touch to unlock: When the App has “touch to unlock” enabled,
open the App and touch the door lock. IC card unlock: Put the added IC card in the
card swiping area to unlock. Fingerprint unlock: Press the added finger on the
fingerprint reader to unlock.

20. Lockout

After unlocking, it will be automatically locked after a 5-second timeout(except for
temporary normally open). In normally open mode, long press the # button to lock.

21. App Key

Click “Send Key” on the App to send electronic keys to other users. The electronic
key is authorized a second time, making it a secondary administrator.

22. View unlock
records

Select the door lock on the App, and click the operation record to view it. Note:
When there is no gateway, the unlock record of fingerprint/IC card/password can
only be viewed after unlocking through the App.Click a fingerprint/IC card/password
on the APP, click the operation record, you can view all the records of the
fingerprint/IC card/password.

23. Dummy
Password

Additional numbers can be added before and after entering the correct
combination on the lock. The total length of the virtual password is 16 bits.

24. Protection
Against Incorrect
Password Entry

After the unlock password is entered incorrectly for 5 consecutive times, the
system will lock the password keyboard. After 2 minutes, the lock will be released.
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Function

Actual Operation

25. Low Battery
Warning

During the locking period, the correct fingerprint, IC card, and App unlock can
unlock the keyboard lock state.When the battery voltage is lower than 4.8V, touch
the panel and the voice prompt “When the battery is low, please replace the
battery. At the same time, the screen backlight will flash quickly for 1
second.Before unlocking with fingerprint/IC card/password, if the voice prompts
that the battery is low, please replace the battery before unlocking.

26. Key

During the password input process, press the button once to delete the last
entered password number. After all deleted, if you are in add mode, you can exit
this mode. After all the entered numbers are deleted, press the * key three times
again, and the screen will turn off.

27. Change
language

In Chinese: enter “*39#administrator password#1#” In English: enter
“*39#administrator password#2#“Note: the administrator password would be
123456 if no administrator is added.

28. Temporary
Open Mode

After the correct password, fingerprint, and swiping card to unlock, before
automatic locking, enter 123# on the keyboard to enter the temporary normally
open mode. The temporary normally open mode will be invalid the next time the
lock is unlocked or closed.

29. Anti Privacy
Alarm

A lock with an anti-camera switch is installed. After the switch is triggered, the horn
will sound an alarm for 1 minute. To turn off the anti-camera alarm: enter
*32#administrator password#0# on the lock. Turn on the anti-camera alarm: enter
*32#administrator password#1# on the lock. Note: When no administrator is
added, the administrator password is replaced by 123456.

30. Lock Sound

The lock sound can be turned off in the App. When the lock sound is turned off,
when the button is touched, the screen will flash to remind the user that the button
has been pressed.

7.9 Smart Door Lock App Control
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7.9 Smart Door Lock App Control

1. registration and login 2. lock management

1.1 security question settings 2.1lock adding

1.2 login authentication ;2 lock u(;)'gradln.g 18

1.3 ways of identifying 3 g[iot:raliaog:ogs and time
1.4 login successful 2.4 authorized administrator

3. key management 4. passcode management

4.1 permanent passcode

3.1 key management 4.2 time-limited passcode
3.2 deadline warning 4.3 one-time passcode
3.4 search lock record 4.4 clear code

4.5 cyclic passcode

4.6 customized passcode
5. card management 4.7 passcode sharing

4.8 passcode management

6. fingerprint management 7. bluetooth unlocking

9. system setting 8. attendance management

9.1 user management

9.2 group management settings 10.gateway management
9.3 transfer admin rights

9.4 recycle bin 10.1 gateway adding

9.5 customer service 10.2 manual

9.6 about

1.registration and login

Users can register the account by mobile phone and Email which currently support
200 countries and regions on the world. The verification code will be sent to user’ s mobile
phone or email, and the registration will be successful after the verification.

1655

registration

choose the country

mobile phone Email search
A
. B
country/region CHINA(+86) Afghanistan 493 ¢
D
2 Azerbaijan +994 E
F
,T Oman 1968 G
- H
|
J
K
L
M

United Arab Emirates +971

verification code getthe code

Albania +355

1.1 security question settings

You will be taken to the security question settings page when registration is
successful. When log in on a new device, the user can authenticate himself by
answering the above questions.
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vo__hLAT 7 L
| | ISecurity question settings]
successful Itcan bewerified by answering questions when loging in to a new device
Ir.aFIMPHTE ')’ QillIIStOMINIinfoUjN&ITItIoIIIN' nich citv did vougotoon the first flight? L
Question one > nput your answe;
choose a question
- Whatis vour QO number? >
Question two S Which city did you go to onthe first flight? nput your answe
youranswei
WhatisyourQQnumber? Whatis your pef s name? >
. > nput your answes
Question three - Whatls your pet's name?
your answer
cancel

login authentication

Log in with your mobile phone number or email account on the login page. The
mobile phone number is automatically recognized by the system and does not input
the country code. If you have forgotten your password, you can go to the password
page to reset your password. When reset the password, you can receive a verification
code from your mobile phone and email address.

Jicd
_L mobile phone/Email
| P
.1 = mobile phone/ Email " .
Verificatfon code Miildi+l

J passcode

Mfi:llH I

AT |
When the account is logged in on the |
new mobile phone, it needs to be verified.
L .  lnputverification code here ) —

When it is passed, you can log in on the new qelthocode
mobile phone. All the data can be viewed

You loUineln to,anew c:leva.fo,ram:iunifity

. ple: onduct safety certification.

and used on the new mobile phone.

Admission fee:XXXXXXXXxx
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There are two ways of security verification. One is the way to get the verification
code via the account number, and the other is the way to answer the question. If the
current account is set the "answer the question" verification, then when the new device
islogged in, there will be an "answer question verification" option.

Verify with verification code verify by answering questions
NN = L
| [ | [ | Seourity issue verification|
you am verify by answering the question
C Lnp_ut th_e_co,de L mobile phone:13"**"3437 o >
getthecode EmaillO000Cxxxxx@qq.com XXXXX
You are loggi1 1gi11 to;, riewdevke.For ailXO\ntSta:a.utty, what is your QQ number? 2
please conduct safety certification ‘0 N
E:i%4i!W
ccountXXI0000Q()()C@gg.com — >
i 1P tateiaz
Nput your answel
I—I — P | —

1.4 login successful

The first time you use the lock lock app, if there is no lock or key data in the
account, the home page will display the button to add the lock. If there is already a lock
or key in the account, the lock information will be displayed.

no lock adding the account with lock
ror | E [1:t.::>] - <]
E Q|
()(1O(Community
= & © 5
0

lock management,

The lock must be added on the app before it can be used. The addition of a lock
refers to the initialization of the lock by communicating with the lock via Bluetooth.
Please stand beside the lock. Once the lock is added successful, you can manage the
lock with the app including sending a key, sending a password, and so on.
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0 When the lock is added, the adder becomes
the administrator of the lock. At the same time, the
lock cannot enter the setup mode by touching the
keyboard. This lock can only be re-added after the
current administrator has deleted the lock. The
operation of deleting the lock needs to be done by
Bluetooth beside the lock.

lock adding

The App supports multiple types of lock, including door locks, padlocks, safe locks,
smart lock cylinders, parking locks, and bicycle locks. When adding a device, you must
firstly select the lock type. The lock needs to be added to the app after entering the setting
mode. A lock that has not been added will enter the setting mode as long as the lock
keyboard is touched. Thelock that has been added needs to be deleted on the App first.

Lo Le<d
H et
MGO01_42ae85 +
Door Lock
J301-6c90c8 +

K101C_5262a0

Ch Padlock
@ Safe Lock

Lock Cylinder

@ Parking Lock
O) Bicycle Lock

MS01-a9oa21

M101T_093a07

$202C_f65fc9

MG01_b0097e

M101T_Odelf9

MG01-c442a9

[ |
|°c>ccc o0 >

S202T_ac285e

The initialization data of the lock needs to be uploaded to the network. The data
needs to be uploaded when the network is available to complete the entire whole
adding process.

T = o e
| lock addin |
unsuccessful
lockname

Your phone is not connected. Please open the ne I Make sure thenetwork is ok. Cliek Upload Data 1€
manually upload data after addinga lock manually uplo a alter .adding i3 loc

M:iMEH <
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User can upgrade the lock hardware on the APP. The upgrade needs to be done via
Bluetooth next to the lock. When the upgrade is successful, the original key, password,
IC card, and fingerprint can continue to be used.

.4 Fia)
E lock upgrading| u lock upgrading|
® ®
Thelock upgrading takes a while restore the passcode
please be patient

error diagnosis and time calibration

Error diagnosis aims to help analyse the system problems. It needs to be done via
Bluetooth beside the lock. If there is a gateway, the clock will be calibrated firstly
through the gateway. If there is no gateway, it needs to be calibrated by the mobile
phone Bluetooth.

..o ASAT -r;t.:i) __OMA, 7 B= f;t.:>]
E [Troubleshooting] E
2018.01.0316:04:29
calibrate the time]

Authorized administrato

Only the administrator can authorize the key. When the authorization is successful,
the authorized key is consistent with the administrator's interface. He can send keys to
others, send passwords, and more. However, the authorized administrator can no
longer authorize others.
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ke

1659

Key details

Name

Validity Parod

Recipian
sender Tllolc
Sending time. 201$ 11 01U3828

management

ﬁ

D

Aaron ¢

|

After the administrator successfully adds the lock, he owns the highest administrative
rights to the lock. He can send keys to others. Meanwhile he can increase the key manage-

ment that is about to expire.

o AAT T 16:59 7m0 mm =y 3
type time-limiled
name 1ame the key

)OO()(COmmunity

beginning fime. 201804 08 15:46

fo M
o — — e deadline 2018.04.08 16:46
> .
&= e @y
I Ul 1 g Allow remote unlocking >

e
0 Iff i

~. )

Click the type of lock it will show the time-limited

ekey, one-time ekey and permanent ekey.
Time-limited ekey: The ekey is valid for the specified time
Permanent ekey: The ekey can be used permanently.

One-time ekey: the ekey will be automatically deleted

once it has been used.

key management]

The manager can delete ekey, reset ekey, send and adjust the ekey, meanwhile he can

search the lock record

lock type
time-limited Itiey

permanent key

single key

cancel
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|
10761489@q >
201!11.07.24 i 4129 - ::1018.01.25 U:2!1
3545439720 qg,ccm 3545439720 qq,c clear

u <
o, )
2011072114, MI-2019.121111"211 & 200i1,01.24 14211 - 2071

1840761489@qq.c
2018.07.2414:29-201¢  restore

send

13003653255
SUUS023400

single

Pending reception P@ldng r@c@ption

single

21S3747873@qq.com —

2163747873 qq.coM o vacemn
21 11 2.241,,2iJ - ::102011.21i1 11:21 )

:2,0011.01.2-4 14:25 - 20211.07.24,14.:21

deadline warning

System will show two colors for deadline warning. The yellow means close to expiring and
the red means it has expired.

Lo ] o 1 B ] == 1659
ehoose the lock typd Q i L oting Expiring
ikop
9 SEom1108% 3545439720
— I

1840761489@qq.com

Hiff

3 FoN: ]
| ﬂ 0

L o1 ) = =
search lock record i presmom

2018 09 11

The administrator can query the unlock record of o

each key. e unlack with APP sucoess
O ssoner
19:31:3

Kk with APP success

123450
e 09:31-24 unlock with P scode 123456
failed

123450
e 09:3f16 unlock with P scode 123456

passcode management|

After inputting the passcode on the keyboard of the lock, press the unlock button
to unlock. Passcodes are classified into permanent, time-limited, one-time, empty,
loop, custom, etc.
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permanent passcode|

o AR
| |

The permanent passcode must be used within 24 pemanent repair  sigle cillr  cyck
hours after it is generated, otherwise it will automatically

expire.

time-limited passcode

The time-limited passcode can own an expiration
date, which is @ minimum of one hour and a maximum
of three years. If the validity period is within one year,
the time can be accurate to the hour; if the validity
period is more than one year, the accuracy is month.
When the time-limited passcode is valid, it should be
used within 24 hours, otherwise it will automatically expire.

one-time passcode

One-time passcode can only
be used for one time, and which
is available for 6 hours.

permanent repair  single

e password i valid for 6 haurs and can ondy be usad onee.

cyclic passcode|

The cyclic password can be reused
within a specified time period, including
daily type, weekday type, weekend

type, and more.

Password needs to be activated within 24 hours

oro A8/
1] ]
permanent  repai single clear eyelic
beginning time 2017.08.1410:00
deadline 2017.08.1410:00

Password needs to be activated within 24 hours

clear code

Clear code is used to delete all
the passcodes the lock has set, and
which is available for 24 hours.

send passcode

permanent  repair single clear cyclic

generate o passcode

rwonlsthar-intidlor 4 rsal 111 M11lclai: 1 1.all

. i e L]
] ]
p,umaMnt repai single jear e)'dk-
cyclic mode working day
beginning time 10:00
deadiine 11:00

Password needs to be activated within 24 hours
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custom passcode

User can set any passcodes and
.. . beginning time
validity period he wants.

2017.08.1410:00

de.adlirie

2017.08.14 10:00

passcode sharing

The system add new communication ways of

Send apasscode to
Facebook Messenger and Whatsapp to help users share
the passcode.

e o

wee.hat SMS Mailbox  pessenger  Whatsapp

cancel

passcode management]

All generated passcodes can be viewed and managed in the password manage-

ment module. This includes the right of changing the password, deleting the
password, resetting the password, and unlocking the password.

=

60792956 receiver Tony,
1 per
sender Michael
50631846
time
mar

2017.08. 1G:30
1 16:00
record
41627512
1
111222

1 09:00

S. card management]

1] A =
-
You need to add the IC card first. The whole
process needs to be done via the app beside the
lock. The validity period of the IC card can be set, permanent
either permanent or time-limited. e
d Time
F:ii:HM
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All IC cards can be '-! | r
queried and  managed PO remove he card
through the IC card manage- \ permanent add the card
ment module. The remote 'y Send card remotely
\" permanent

card issuance function is
displayed in the case of a
gateway. If there is no
gateway, the item is hidden.

ingerprint management

Fingerprint management is similar to IC card management. After adding a fingerprint,

you can use the fingerprint to unlock the door.

unlock via Bluetooth

App User can lock the door via Bluetooth
and can also send the Bluetooth ekey to anyone.

* unlock by App
Click the round button at the top of the page to unlock the door. Since the

Bluetooth signal has a certain coverage, please use the APP within the certain area.

XXXapartment XXX apartment
E9 o € = E9 e
a6 T
0 LI

attendance management]

The APP is access control, which can be used for company attendance manage-

ment. The app contains fUnctions of employee management, ai.tendance statistics and so on.

All 3.0 door locks have attendance functions. The normal door lock attendance
function is turned off by default. The user can turnit on or off in the lock settings.
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security settings, reminder, transfer smart lock and

E ] ™ T s 5

= key settin g:
clock
Troubleshooting
sender

xxx apartm ent
attendance at
e unlock warning
attendMce  rec ttings
m

In the system settings, it includes touch unlock
switch, group management, gateway management,

soon.

Touch unlock setting determines whether you

can open the door by touching the lock.

user management

system settings]

Touch to Unlock
Lock Users
Lock Group
Gicll'Nitl
Tr-Inafer Lock(-3)

About

The user name and phone number can be seen in the user list. Click the

user management]

Zhang san

Wangwu
18888888888

8 Lisi
13888888888

customer you want to view to get the door lock information

|
keys
> E!
4 XXXX room 101
|
! 1anen
” Q. 1000omze
%2 2
(_‘\ XXXX room 1028 Not acti
A 2! 5/4
6) XXX room 028
er
b2 -2018-5/4
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9. Smart Door Lock

key groups management

Inthe case ofa large number of keys, you canuse group management module.

16-59
lgroup managementj

group 1

group 2

9.3 transfer admin right:

The administrator can transfer the lock to other users or to the apartment
(Room Master user). Only the account that manages the lock has the right to
transfer the lock.

After inputting the account, you will receive a verification code. Filling in the
correct number, you will transfer successfully.

. The account of the apartment transfer receive must be the administrator account.
fisio T | = L1ttt hiar = "0 |
[ | [ | | |

@ G $301_c583ee @ user 8

room master
XOO00X@mam
account input the account 8

The lock will betransferred to the .account you entered and
you will IOSfiman: 1g@ment rights.

he verification code has bEen.$.Ent to XJOLXXXIi@qg.cor

9.4 Lock recycling station

If the lock is damaged and cannot be deleted, the lock
can be deleted by moving it into the recycling station.

The lock moved into the recycling
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