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ACCESS CONTROL SYSTEM

Introduction

An access control system is a security solution designed to regulate and monitor entry to physical or
digital spaces, ensuring that only authorised individuals gain access. Access control systems improve
safety, make operations easier, and safeguard important assets by using technologies like key cards,
fingerprints, QR codes, and password authentication. Residential buildings, commercial properties,
and industrial facilities widely use these systems to effectively manage the movement of people and
vehicles. Beyond security, access control systems also provide administrators with valuable data to
monitor activities, improve efficiency, and enforce policies, making them an essential component of
modern property and organisational management.

1. AloT DEVICES

This tutorial offers a thorough process for using the VYROX VIP Smart AloT Devices, created by VYROX
INTERNATIONAL SDN BHD, to optimise and improve building and facility operations. Property
managers, building administrators, and facility operators may easily connect and operate several
systems, including SuperPass-Door, SuperPass-Lift, UltraPass Face, and UltraPass Vehicle, with the
help of VYROX's VIP AloT tools, a full suite of intelligent solutions. These AloT devices provide for
improved security, more operational efficiency, and more intelligent decision-making by integrating
hardware and software into a single, cohesive platform.

1.1 SuperPass-Door

Go to Setting > AloT Devices > SuperPAss-Door

VYROX Wiki - https://www.vyrox.com/wiki/



Last update: 2025/08/25 02:24 access_control_system https://www.vyrox.com/wiki/doku.php?id=access_control_system&rev=1756088680

Settings > VYROX AloT Devices > SuperPASS-Door oG 8 1 saffon

SuperPASS-Door SuperPASS-Lift UltraPASS-Face UltraPASS-Vehicle SecurityGPT-Stranger PrivacyCALLER PowerMONITOR AUTOSERVA PayPerUse QR

Delivery Lockers Parking Locks
Sync Date

SuperPASS-Door 4 New SuperPASS-Door Device

R - =3 Ddeed show| 50 ] pwices
-®- Operation Insights ‘ ]

M security Monitor

B Customer Accounts

© Cash Book 0.00
General Ledger 0 1

No. Created Serial No. Label
1 07-May-2025 253257130 Access Door Demo

2 14-Aug-2025 253228206 Testing Board

h Financial Reports (Y a Showing 1 to 2 of 2 devices
. =
B Properties =

W Suppliers Prev Next
£+ Settings i

AloT Devices

Approvals

Automation

Auto Payments

Bank Details

Concierge Services
Consumption Tax Types
Contractor Service Permits
Customer Payment Verifications

Cut-off Time

Details include:

1. SuperPass-Door Controller Name

2. Number of Doors Supported

3. Label Name in Channel

4. Cloud Server

5. Cloud Server API Key

6. SuperPASS-Door Controller Serial Number

Step 1:

Fill in the blank. “SuperPass-Door Controller Name”

New SuperPASS-Door Device

SuperPASS-Door Controller Name Number of Doors Supported

1

Channel 1 (Relay 1)
Label Name (In) Label Name (Out)

() This is an entrance, exit or perimeter access point for the premise, thus update the visitor status
to "Checked-In" or "Checked-Out" respectively upon successful grant of access

[[) Enable "Anti-Passback” (access will not be granted if a visitor attempts to enter an area again
without first leaving the area)

(J Cloud Server
() Local Server

https://www.vyrox.com/wiki/ Printed on 2026/04/23 20:12



2026/04/23 20:12 3/12 AloT DEVICES

Step 2:

Select “Number of Doors Supported”

New SuperPASS-Door Device

SuperPASS-Door Controller Name Number of Doors Supported

1

Channel 1 (Relay 1)

Label Name (In)

() This is an entrance, exit or perimeter access point for the premise, thus update the visitor status
to "Checked-In" or "Checked-Out" respectively upon successful grant of access

[7) Enable "Anti-Passback” (access will not be granted if a visitor attempts to enter an area again
without first leaving the area)

() cloud server
() Local Server

Step 3:

Fill in the Blank “Label Name in Channel”

New SuperPASS-Door Device

SuperPASS-Door Controller Name Number of Doors Supported

IK

Channel 1 (Relay 1)
Label Name (In) Label Name (Out)

() This is an entrance, exit or perimeter access point for the premise, thus update the visitor status
to "Checked-In" or “Checked-Out" respectively upon successful grant of access

[[) Enable "Anti-Passback” (access will not be granted if a visitor attempts to enter an area again
without first leaving the area)

([ Cloud Server

() Local Server

Step 4: Tick Cloud Server and Fill in the blank “Cloud Server APl Key & SuperPASS-Door
Controller Serial Number”.
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New SuperPASS-Door Device

SuperPASS-Door Controller Name Number of Doors Supported

IE

Channel 1 (Relay 1)
Label Name (In) Label Name (Out)

[C) This is an entrance, exit or perimeter access point for the premise, thus update the visitor status
to "Checked-In" or “Checked-Out" respectively upon successful grant of access

[[) Enable "Anti-Passback” (access will not be granted if a visitor attempts to enter an area again
without first leaving the area)

Cloud Server

Cloud Server API Key

SuperPASS-Door Controller Serial Number

() Local Server

After done keying in all information, Click “Add”

1.2 SuperPass-Lift

Go to Setting > AloT Devices > SuperPAss-Lift

Settings > VYROX AloT Devices > SuperPASS-Lift 0C 88 safon

SuperPASS-Door SuperPASS-Lift UltraPASS-Face UltraPASS-Vehicle SecurityGPT-Stranger PrivacyCALLER PowerMONITOR AUTOSERVA PayPerUse QR

Delivery Lockers Parking Locks

a
ug — Sync Date
L N — SuperPASSLift < New SuperPASS-Lift Device
& oo o Doted | show [ 50| oevices
-@- Operation Insights l ] ‘ -

M security Monitor
B customer Accounts

© Cash Book 0.00

No. Created Serial No. Label
1 11-Nov-2024 175105900 Lift1

sl:::r:a:‘::::rnso ‘ EEE ﬁs -_m E Showing 1 to 1 of 1 devices
B Properties Prev | Next
W Suppliers
£ Settings T

AloT Devices

Approvals

Automation

Auto Payments

Bank Details

Concierge Services

Consumption Tax Types

Contractor Service Permits

Customer Payment Verifications

Cut-off Time

Details include:

1. SuperPass-Lift Controller Name
2. Number of Level Supported

3. Label Name in Channel

4. Cloud Server
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5. Cloud Server API Key
6. SuperPASS-Lift Controller Serial Number

Step 1:

Fill in blank “SuperPass-Lift Controller Name”

New SuperPASS-Lift Device

SuperPASS-Lift Controller Name Number of Level Supported
[

Channel 1 (Relay 1) Channel 2 (Relay 2) Channel 3 (Relay 3) Channel 4 (Relay 4)

Label Name Label Name Label Name Label Name

Channel 5 (Relay 5) Channel 6 (Relay 6) Channel 7 (Relay 7) Channel 8 (Relay 8)

Label Name Label Name Label Name Label Name

Channel 9 (Relay 9) Channel 10 (Relay 10) Channel 11 (Relay 11) Channel 12 (Relay 12)

Label Name Label Name Label Name Label Name

Channel 13 (Relay 13) Channel 14 (Relay 14) Channel 15 (Relay 15) Channel 16 (Relay 16)

Label Name Label Name Label Name Label Name
Channel 17 (Relay 17) Channel 18 (Relay 18) Channel 19 (Relay 19) Channel 20 (Relay 20)
Label Name Label Name Label Name Label Name

[ cloud server
[ Local Server

Step 2:

Select “Number of Level Supported”

New SuperPASS-Lift Device

SuperPASS-Lift Controller Name Number of Level Supported

20

40
Channel 1 (Relay 1) Channel 2 (Relay 2) 60
80
100
120

Label Name Label Name

Channel 5 (Relay 5) Channel 6 (Relay 6)

Label Name Label Name Label Name Label Name

Channel 9 (Relay 9) Channel 10 (Relay 10) Channel 11 (Relay 11) Channel 12 (Relay 12)

Label Name Label Name Label Name Label Name

Channel 13 (Relay 13) Channel 14 (Relay 14) Channel 15 (Relay 15) Channel 16 (Relay 16)

Label Name Label Name Label Name Label Name

Channel 17 (Relay 17) Channel 18 (Relay 18) Channel 19 (Relay 19) Channel 20 (Relay 20)

Label Name Label Name Label Name Label Name

[ cloud server

[ Local server

Step 3:
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Fill in the Blank “Label Name in Channel”

New SuperPASS-Lift Device

SuperPASS-Lift Controller Name Number of Level Supported

(e

Channel 1 (Relay 1) Channel 2 (Relay 2) Channel 3 (Relay 3) Channel 4 (Relay 4)

Label Name Label Name Label Name Label Name

Channel 5 (Relay 5) Channel 6 (Relay 6) Channel 7 (Relay 7) Channel 8 (Relay 8)

Label Name Label Name Label Name Label Name

Channel 9 (Relay 9) Channel 10 (Relay 10) Channel 11 (Relay 11) Channel 12 (Relay 12)

Label Name Label Name Label Name Label Name

Channel 13 (Relay 13) Channel 14 (Relay 14) Channel 15 (Relay 15) Channel 16 (Relay 16)

Label Name Label Name Label Name Label Name

Channel 17 (Relay 17) Channel 18 (Relay 18) Channel 19 (Relay 19) Channel 20 (Relay 20)

Label Name Label Name Label Name Label Name

[J Cloud Server
(O Local server

Step 4: Tick Cloud Server and Fill in the blank “Cloud Server APl Key & SuperPASS-Door
Controller Serial Number”.

Channel 1 (Relay 1) Channel 2 (Relay 2) Channel 3 (Relay 3) Channel 4 (Relay 4)
Label Name Label Name Label Name Label Name x

Channel 5 (Relay 5) Channel 6 (Relay 6) Channel 7 (Relay 7) Channel 8 (Relay 8)

Label Name Label Name Label Name Label Name

Channel 9 (Relay 9) Channel 10 (Relay 10) Channel 11 (Relay 11) Channel 12 (Relay 12)

Label Name Label Name Label Name Label Name

Channel 13 (Relay 13) Channel 14 (Relay 14) Channel 15 (Relay 15) Channel 16 (Relay 16)

Label Name Label Name Label Name Label Name

Channel 17 (Relay 17) Channel 18 (Relay 18) Channel 19 (Relay 19) Channel 20 (Relay 20)

Label Name Label Name Label Name Label Name

Cloud Server

Cloud Server API Key

SuperPASS-Lift Controller Serial Number

[ Local server

After done keying in all information, Click “Add”

1.3 UltraPass Face

Go to Setting > AloT Devices > SuperPAss-Face
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Settings > VYROX AloT Devices > UltraPASS-Face 0% 8 [ safton

SuperPASS-Door SuperPASS-Lift UltraPASS-Face UltraPASS-Vehicle SecurityGPT-Stranger PrivacyCALLER PowerMONITOR AUTOSERVA PayPerUse QR

Delivery Lockers Parking Locks
Sync Date

UltraPASS-Face + New UltraPASS-Face Device

‘ Q Search ‘ Deleted Show Devices

' Operation Insights
M security Monitor

No. Created Label P Username Password
Custc Al It . . .
(2] @retEmey AeEa: 1 18-Nov-2024 Inside Face vyroxaiot.ddns.net:108 admin ek =
© Cash Book 0.00
2 20-May-2023 Outside Face vyroxaiot.ddns.net:243 admin il =
General Ledger @ 1
B Financial Reports Ly L -3 E showing 1 to 2 of 2 devices
B Properties @ @
W Suppliers Prev Next
£ Settings i
AloT Devices
Approvals
Automation

Auto Payments

Bank Details

Concierge Services
Consumption Tax Types
Contractor Service Permits
Customer Payment Verifications

Cut-off Time

Details include:

1. SuperPass-Face Controller Name
2. Access Direction

3. Server IP

4. Server Port

5. Username & Password

Step 1:

Fill in blank “SuperPass-Face Controller Name”

New UltraPASS-Face Device

UltraPASS-Face Controller Name Access Direction

In

Server IP Server Port

Username Password

Step 2:
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Select “Access Direction”

New UltraPASS-Face Device

UltraPASS-Face Controller Name Access Direction

In

Server IP
Out

Lift

Username Password

Step 3:

Fill in the Blank “Server IP & Server Port”

New UltraPASS-Face Device

UltraPASS-Face Controller Name Access Direction

In

Server Port

Username Password

Step 4: Fill in the blank “Username & Password”.

https://www.vyrox.com/wiki/ Printed on 2026/04/23 20:12



2026/04/23 20:12 9/12 AloT DEVICES

New UltraPASS-Face Device

UltraPASS-Face Controller Name Access Direction

In

Server Port

Username Password

After done keying in all information, Click “Add”

1.4 UltraPass Vehicle
Go to Setting > AloT Devices > SuperPAss Vehicle

N Settings > VYROX AloT Devices > UltraPASS-Vehicle DG 8 1 seffom
|
SuperPASS-Door SuperPASS-Lift UltraPASS-Face SecurityGPT-Stranger PrivacyCALLER PowerMONITOR AUTOSERVA PayPerUse QR

Delivery Lockers Parking Locks

a
gz
UhraPASS-Vehicle 4 New UltraPASS-Vehicle Device
(Y
,, @
‘ Q Search ‘ Deleted Show Cameras
' Operation Insights

M security Monitor No. Created Name IP Address Type
1 08-Apr-2023 BionicEYE Camera 1 arvoreresidences.ddns.net:80 In =

B Customer Accounts
© Cash Book 0.00

1Y 1Y
General Ledger @ ' @ o - E

B Financial Reports Prev Next

Showing 1to 1 of 1 cameras

B Properties

W Suppliers

£ Settings i
AloT Devices
Approvals
Automation
Auto Payments
Bank Details
Concierge Services
Consumption Tax Types
Contractor Service Permits
Customer Payment Verifications

Cut-off Time

Details include:

IP Camera Name
Access Direction

IP Address & Port
Server Port

Username & Password

e whe
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Step 1:

Fill in blank “IP Camera Name”

New UltraPASS-Vehicle Device

IP Camera Name Access Direction

IP Address

Username Password

Step 2:

Select “Access Direction”

New UltraPASS-Vehicle Device

IP Camera Name Access Direction

In

IP Address
Out

Username Password

Step 3:

Fill in the Blank “IP Address & Port”
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New UltraPASS-Vehicle Device

Access Direction

In

Step 4: Fill in the blank “Username & Password”.

New UltraPASS-Vehicle Device

After done keying in all information, Click “Add”

2. PROPERTIES UNIT AIOT DEVICE CONFIGURATION
INSTRUCTIONS
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